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! Cybersecurity Incident Taxonomy, http://ec.europa.eu/information_society/newsroom/image/document/2018-
30/cybersecurity_incident_taxonomy 00CD828C-F851-AFC4-0B1B416696B5F710_53646.pdf

EB\(ele) (¢! Cyber Incident Scoring System, https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline
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’ Cyber Incident Severity Schema,

https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Cyber%2BIncident%2BSeverity%2BSchema.pdf
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O Functional Impact®

O Observed Activity®

* NCCIC Cyber Incident Scoring System, https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline

® Functional impact is a measure of the actual, ongoing impact to the organization. In many cases (e.g., scans and probes or a successfully defended attack),

little or no impact may be experienced due to the incident. https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline

¢ Observed activity describes what is known about threat actor activity on the network. These options are normalized upon guidance issued by the Office of
the Director of National Intelligence (ODNI) and used by the intelligence community. Although the ODNI guidance document goes into more detail, observed

activity is sorted into the following general categories: Prepare, Engage, Presence, and Effect. https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-

System#accordion-section-baseline
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7 The location of observed activity describes where the observed activity was detected in the network. The options for observed activity are based on a modified
version of the Purdue Enterprise Reference Architecture. A flexible set of definitions was chosen for this category because each affected entity will likely have
a different perspective on what systems are critical to its enterprise. The location of observed activity is likely to change during the course of an incident and

should be updated as new information becomes available. https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline

® One of the greatest challenges in incident response is attributing an incident to a particular actor set and understanding the skill levels and intentions of that
actor. NCCIC may leverage its own analytic body of knowledge as well as that of other mission partners to determine an actor’s capabilities with regard to
specific target systems such as industrial control environments. https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline
° In addition to functional impact, incidents may also affect the confidentiality and integrity of the information stored or processed by various systems. The
information impact category is used to describe the type of information lost, compromised, or corrupted. https://www.us-cert.gov/NCCIC-Cyber-Incident-
Scoring-System#accordion-section-baseline

' Recoverability represents the scope of resources needed to recover from the incident. In many cases, an entity’s internal computer network defense staff will
be able to handle an incident without external support, resulting in a recoverability classification of Regular. An example of a Regular recovery would be a
phishing email that was automatically blocked by a mail server. In Extended recoverability cases, significant efforts such as a multi-agency, multi-organizational
response task force may be needed for recovery. For example, if an entity requests support from the NCCIC, the incident is by its nature an extended recovery.
Lastly, it may not be feasible to recover from some types of incidents, such as significant confidentiality or privacy compromises. https://www.us-
cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline

' Cross-sector dependency is a weighting factor that is determined based on cross-sector analyses conducted by the DHS Office of Critical Infrastructure
Analysis (OCIA). https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline

> The potential impact category estimates the overall national impact resulting from a total loss of service from the affected entity. Other existing standards
for rating cybersecurity incident risk lack consideration for the unique and diverse critical infrastructure assets of the owners and operators and U.S.
Government departments and agencies that NCCIC is tasked with helping to protect. A similar incident at two separate stakeholder facilities might have a
significantly different impact to operations at a national level. Therefore, each incident will be scored differently relative to the risk it presents in a nationwide

context. https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System#accordion-section-baseline
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Cybersecurity Incident Taxonomy,
http://ec.europa.eu/information_society/newsroom/image/document/2018-
30/cybersecurity_incident taxonomy 00CD828C-F851-AFC4-0B1B416696B5F710 53646.pdf

NCCIC Cyber Incident Scoring System, https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-

System#accordion-section-baseline

Cyber Incident Severity Schema,

https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Cyber%2BIncident%2BSe
verity%2BSchema.pdf

NCISS Incident Scoring Demo, https://www.us-cert.gov/nciss/demo

DIRECTIVE (EU) 2016/1148, “concerning measures for a high common level of security of network
and information systems across the Union”, https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/2uri=CELEX:3201611148&from=EN

EU Cybersecurity Act, P8_TA-PROV(2019)0151, http://www.europarl.europa.eu/doceo/document/TA-
8-2019-0151 EN.pdf

Vietnamese cybersecurity law, No.: 24/2018/QH14,
https://data.allens.com.au/pubs/pdf/priv/cupriv22jun18.pdf

KPMG, “Overview of China’s Cybersecurity Law”,

https://assets.kpmg/content/dam/kpmg/cn/pdf/en/2017/02/overview-of-cybersecurity-law.pdf
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